
P
O

ST-D
A

TA
 P

H
A

SE
  | C

O
N

TE
N

T IN
SP

E
C

TIO
N

SE
N
D
ER

CONNECTING 
IP

Query
SBL  / PBL / XBL

YES 
Reject
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Connection Open

Connection 
Closed3
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Reply-to-address listed?
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email addresses listed?
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Connection 
Closed3

1.  Forward DNS lookup of the domain required to check against SBL
2. Reverse DNS lookup required to check against DBL/ZRD
3. The SMTP connection can be closed either before or after content inspection – this is an implementation 
choice.
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SBL1 / DBL & 

ZRD

Query
SBL1 / DBL / 
ZRD / HBL


